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CONDUCTIVE COATINGS/GASKETS FOR EMI
SHIELDING: THEORY AND PRACTICE

Design engineers should be aware of discrepancies between theoretical expectations of component
shielding effectiveness and actual performance.

Kevin K. T. Chung, Ph.D. and Louis M. Leung, Ph.D., Al Technology, Inc.,

Princeton, NJ

INTRODUCTION

The establishment of FCC rules
on the permissable levels of noise
emission (Part 15, Subpart J) has
made EMI a major concern for both
the design and manufacturing engi-
neers of electronic devices. The pen-
alty for non-compliance with the
FCC rules is serious enough that new
service industries have been created
for the much needed knowledge on
compliance.

The use of conductive coatings is
one method to achieve EMI/RFI sup-
pression for molded plastic enclo-
sures.12 This article will differentiate
conductive coatings from gaskets/
sealants and adhesives according to
the following criteria: Coatings in-
clude those materials with less than
10-mils in thickness, whereas gas-
kets/sealants /adhesives will be de-
fined as materials with thicknesses of
at least 50 mils or more. The thick-
ness is defined as the minimum dis-
tance through the shielding material
the EM wave must travel to affect
the enclosed device.

In addition to the thickness rela-
tionship, there are differences in the
types of signals that must be shield-
ed. These can be primarily divided
into three categories: Near-field
(dominated by the magnetic compo-
nent), far-field (plane-wave which has
nents in more or less the same magni-
tude), and electromagnetic pulse
(EMP). EMP signals consist of both
magnetic and electric components of
very large  magnitude between 10
kHz and 100 MHz,

In the case of shielding against far-
field emissions using coatings, the
theory of plane-wave applies and ex-
act analytical solutions exist. This
theory shall be applied to the case of
pure metal coatings, as well as con-
ductive plastic coatings, with volume
resistivities of 2 to 0.0005 ohm-cm,

which are common characteristics of
typical carbon, nickel, copper, and
silver paints. In addition, a silver
coating with 0.00005 ohm-cm resis-
tivity has been developed. Calcula-
tions based on plane-wave theory
with the assumption of coating resis-
tivity covering this range of conduc-
tivity will be reported. This predicted
shielding effectiveness will be com-
pared with an EMI/RFI paint of
which typical shielding effectiveness
is enhanced by means of its magnetic
properties.

In the case of gasket/adhesive/
sealant applications, the plane-wave
theory is also applicable when the
shielding requirement is in the far-
field regime. However, the thickness
dependence would be very different
from that of coating. Such a drastic
difference will have strong effects on
the design of electronic cabinets as
well as aerospace enclosures. An un-
derstanding of these basics will save
time and money.

In the near-field application,
where magnetic field is an important
factor,the theory is not so straightfor-
ward. While some prediction based
on theoretical analysis can be per-
formed, the general usefulness of
such analysis is very limited. Careful
analysis is of particular importance

Some of the military applications call
for shielding effectiveness of up to
60dB at 10 kHz. Shielding against
the magnetic component is of ex-
treme importance at this frequency.
This article shall be lirnited to discus-
sions of common experiences in this
application area.

EMI/RFI SHIELDING
THEORY

The shielding effectiveness of a
homogeneous medium. suchas coat-

ings /sealants /adhesives and gas-
kets, is directly related to the propa-
gation of electromagnetic (EM) field
through that medium. The propaga-
tion of the EM wave is, however,
directly related to the electronic and
magnetic property of the media and
the interfaces between the media. In
almost all cases, one of the media is
normally air. In this analysis, it is suf-
ficient for all practical purposes that
air is taken to be equivalent to vacu-
um.

For a truly continuous medium,
the propagation of atravelling EM
wave from one medium to another
can be analytically solved with Max-

well’s equations if the medium is infi-
nitely remote from the electromag-
netic source. In this particular case,
the travelling EM wave can be con-
sidered as a plane-wave. Whether a
particular case can be considered or
approximated as plane-wave or not
will depend on the specific situation.
In principle, at the higher frequencies
(>10 MHz), an approximation using
plane-wave can be assumed when

" the source is more than 100 meters

away from the medium. A plane-
wave approximation is usually accu-
rate, therefore, for shielding in com-
puter, TV and radar (6 MHz to 1
GHz).

.
ne EM wave trav-

elling through an infinitely large con-
ductive medium with finite thickness,
the analytical solution is easily ob-
tained by merely matching the
boundary conditions at the interface.
Typical solutions are available from
various text books. The following
equation on power transmittance
also includes multiple internal reflec-
tions within the shielding medium.

T = Transmittance Coefficient

Transmitied Power/Incident
Power



(1)
= $we/olexp(— 2t/8)

Table 1. Shielding Effectiveness Measurements.

sinh2(2t/8)cos?(2t /8) + cosh? (2t/5)sin2(2t/6)

where

0 = skin depth and is defined in equa-
tion (3)

w = 27 f where f is frequency in Hz

¢ = volume conductivity
(ohm™! - cm™1)
i, = relative magnetic permeability

€ = vacuum electric susceptibility
t = medium thickness (micron)

Shielding Effectiveness =
—10Log T (2)

The unit for measuring shielding
effectiveness of the normal medium
is normally quoted in decibel units
(dB). Their physical meanings are il-
lustrated in Table 1.

Thus, attenuation by 40dB would
mean the voltage output is reduced
to one percent of the input voltage.
This shielding effectiveness is consid-
ered adequate for most commercial
applications. Most of the military ap-
plications require shielding effective-
ness of over 80dB, which would
mean a reduction to 0.01 percent of
the original voltage.

In order to understand the physi-
cal meaning of Equations (1) and (2)
better, the function of skin depth in
both the qualitative and quantitative
senses must be understood.

§ = 50.33 x 106 (1/fu,0)"% 3)

wheref is frequency in Hz, g, is rela-
tive magnetic permeability, and § is
conductivity in ohm ~! - cm™1L.
From Equation (3), skin depth is
decreased at a higher frequency
when the material is magnetic and is
more conductive. That the factors
that determine the skin depth also
determine the overall shielding effec-
tiveness at a fixed frequency means
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Figure 1. Skin Depth vs. Frequency.

than the more conductive material of
2,000 ohm™! - cm™1. This phenome-
non is manifested in the frequency
dependence of skin depth. For con-

effectiveness in the higher frequency
for magnetic metals such as nickel
paints. In general, however, volume
resistivity does not change with fre-

that ‘it will be best to construct a
shielding material with both high rel-
ative magnetic permeability as well
as high electrical conductivity.

Skin depth based on the bulk vol-
ume conductivities of 0.5, 20, 200,
2,000, and 20,000 is plotted in Fig-
ure 1. In the cases of 20 and 200, a
relative magnetic permeability of 25
has been introduced instead of 1. It
can be easily seen that material with
conductivity of 200 ohm ~! - ¢cm™!
actually has a shallower skin depth

was assumed to be constant in calcu-
lation although it is usually not true.
It tends to approach unity at a higher
frequency.

The relative magnetic permeabili-
ty of most magnetic metals, such as
iron, nickel and their alloys, has a
strong frequency dependence and
approach unity at the MHz range.
Thus, assuming frequency indepen-
dent magnetic permeability will re-
sult in the overestimation of shielding

quency until-it-approaches the opt-
cal frequency of >10!2 Hz. This ap-
plies to all highly filled conductive
materials.3-4

EMI/RFI COATING

EMI/RFI coating has become an
integral part in manufacturing com-
munication and information process-
ing equipment, particularly when us-
ing a plastic housing or a metallic
enclosure that requires an interfacial
conductive coating. Different ap-



proaches can be used to achieve con-
ductivity in a plastic enclosure. The
commonly used methods are: direct
metal deposition (zinc arc, evapora-
tion, electroless plating, etc.), con-
ductive polymer coating, and mold-
ed conductive composite.>®7 The
theoretical treatment of shielding ef-
fectiveness is essentially the same in
all cases when difference in conduc-
tivity is considered.®

The basic difference between con-
ductive polymeric coating and metal
deposition is that, when done cor-
rectly, metal deposition will form a
continuous film with no pores. Thus
the theory described by equations (1)
and (2) will apply almost exactly.

In the case of conductive coating,
the size of the conductive particu-
lates is somewhat limited. The coat-
ing can be construed as essentially
overlaying metallic meshes with the
mesh-size opening dependent on the
average particle size. When the
wavelength of the EMI signal is close
to the dimension of the conductive
particulate, the mechanism of quan-
tum transmission probability be-
comes significant. Since 30 GHz cor-
responds to a wavelength of one cm
and 3 GHz corresponds to a wave-
length of 10 cm, from a practical
viewpoint, this mechanism of EMI
transmission is relatively insignifi-
cant. Problems arise only when one
is using unusually large conductive
particulates, or when the coating is
so thin that local non-uniformity
makes the pore size appear close to
the dimension of the wavelength.

Coating for EMI/RFI suppression
is generally insufficient in the lower
frequency range of below one MHz.
This is true even if the coating is pure
silver because of the relatively large
skin depth and the occasionally im-
portant magnetic component contri-
bution. To provide low frequency
shielding, thickness in the range of
one cm is required for 40 to 60dB
shielding for the purely conductive

silver conductive coating of 2,000
and 20,000 ohm™! - cm™!, a propri-
etary coating of 200 ohm™1 - em ™},
and relative magnetic permeabili-
ty(u Jequals 20, and nickel-based
coating of 20 ohm™! - cm™!. Magnet-
ic permeability is assumed to be 1
throughout the frequency domain
except where noted. It is known that
magnetic permeability will decrease
to one at the MHz range; thus the
shielding effectiveness in this calcula-
tion will tend to be high at that re-
gion.

The shielding effectiveness of
nickel paint is approximately 45dB
for a 2-mil coating, while a propri-
etary paint approaches that of pure
silver paint at 70 to 75dB. It should
be emphasized that shielding effec-
Hiveness increases rapidly at the 100
MHz range due to the fact that skin-
depth is approaching that of the
coating thickness. The difference be-
tween a one-mil and 3-mils coating is
less than 10dB. Such a prediction is
well proven for most of the practical
applications.??

Recently, copper-based EMI/RFI
coating has gained momentum over
the conventional nickel-based coat-
ing in terms of usage volume. One
reason is concern for the potential

health hazard related to the nickel-
based materials, such as nickel fine
powder and solution. This is particu-
larly true during the coating applica-
tion processes, since the fine spray-
ing mist contains nickel as well. An-
other factor is the stability of
conductivity and thus the shielding
effectiveness. It is commonly as-
sumed that conductivity of nickel is
relatively stable based on experi-
ences with nickel plating in electronic
applications. Nickel may be more
stable than copper when in continu-
ous film form from a metal deposi-
tion process and when in unmodified
particulate form. However, many
modified and stabilized copper coat-
ings are also available. From heat
aging studies performed on the exist-
ing copper-based and nickel-based
paints, the authors concluded that
both of the copper-based and nickel-
based paints degraded rapidly at
temperatures of 60 to 100°C in a
relatively short time. Also, most of
the “stabilized’” copper-based paints
showed a more stable conductivity
than that of the nickel paints. Among
all of the copper-based conductive
paints, a great degree of variation in
conductivity stability existed.

Figure 3 plots shielding effective-
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metals.

The source of EMI leakage at the
high frequency end is primarily due
to interface openings of the enclo-
sure, insufficient compression on the
conductive gaskets, corroded inter-
facial coating, oxidized interfaces,
.and delamination.

The typical thickness of a conduc-
tive polymer coating is one to 3 mils,
whereas that of metallic deposition
could be as low as 0.5 mil. Figure 2 is
a plot of shielding effectivenesses of

FREQUENCY (HZ)

@ Nickel-based coating, p, = 20, 20 ohm ! cm™!

J\ Proprietary coating, pr =1,

200 ohm ~'em™!

W Proprietary coating, g, = 20, 200 ohm “tem™?

[ silver conductive coating, #, =1, 2000 ohm “Tem™!

O silver, highly conductive coating, g, =1, 20,000 ohm~lem™!

Figure 2. Shielding Effectiveness of Selected Conductive Coatings.



ness of some of the paints evaluated 0.1 =
for aging studies at 100°C. A more
stable material at this temperature -
does offer longer life at temperatures

of 25 to 40°C. More detailed kinetic
studies on the conductivity degrada-
tion mechanism will be necessary to
evaluate the functional shielding ef-
fectiveness requirement.

The relative cost of achieving
EMI/RFI shielding by different coat-
ing methods has been analyzed by
many authors.? The various meth-
ods of coating, such as spray poly-
mer coating, electroless plating, zinc
arc-spraying, and evaporation differ
in both the cost of application and
the material cost. Qverall, spray
coating of conductive polymer yields
the best cost-effectiveness. 0.001 n
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However, evaporation and elec-
troless coating do provide a more
effective conductive metal layer for TIME (HR)
the same thickness. With the ad-
vance of highly conductive silver
coatings of 0.00002 ohm-cm, a met-
allike conductivity can be achieved
with the paint-spraying method. This
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Figure 3. Accelerated Heat Aging of Commercial EMI Paints at 100°C.

may someday allow large structural 200 T T Y T
shielding where metallization is not
practical. 10 em

EMI/RFI GASKET / I -

SEALANT / ADHESIVE 150 = @ °°°wj
Because the application of gas-

kets, sealants, and adhesives tends .

to require relatively thick sections of 00008 Oy v ¥

material typically in the range of one |00 | 9-cos/20

mm or higher, they shall be treated B

0005
in the same category.

In the case of a thick EMI barrier,
the skin depth is of the same order of
magnitude as the thickness of the
barrier in most of the frequency
range of interest. Thus, the skin
depth plays a major role in shielding
against EMI. Figure 4 is a plot of
shielding effectiveness for conduc- 0
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tive materials with a thickness of one
cm for each of the materials. In this I-0 I-OK I-OM 106
type of shielding application, the
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thickness of the material is very criti- FREQUEN
cal. Thus when one is designing an T
enclosure using a specification of an - »
EMI/RFI gasket which is primarily ® =050hm™"-em™, p =1
ba_sed on one-inch thickness, it will be A =200 0hm~'-cm™1, g, = 1
quite erroneous to assume that a
gasket of one mm thickness will also V¥ =2000hm™"-cm™', p, = 20
provide the same shielding level as = 2000 ohm="-cm-". g = 1
provided for in the specification. D=2 P

O =20,000 ohm="-cm™", u, = 1
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EMP SURVIVABILITY

Electromagnetic pulse survivabil-

L Figure 4. Gasket/Adhesive/Sealant Shielding.
ity is another aspect of electromag- )






